Assessing the Network with Common Security Tools (3e)
Network Security, Firewalls, and VPNSs, Third Edition - Lab 01

Student: Email:

Brayden Mitchell brayden.m.mitchell@gmail.com

Time on Task: Progress:
1 hour, 52 minutes 100%

Report Generated: Monday, February 2, 2026 at 2:15 PM

Section 1: Hands-On Demonstration

Part 1: Explore the Local Area Network

4. Make a screen capture showing the ipconfig results for the Student adapter on the
vWorkstation.

18
Enabled

Page 1 of 11



Assessing the Network with Common Security Tools (3e)
Network Security, Firewalls, and VPNSs, Third Edition - Lab 01

7. Make a screen capture showing the ipconfig results for the Student adapter on
TargetWindowsO01.

B8 Administrator: Command Prompt

Ethernet adapter Truelsb:

t Adapter

(Preferred)
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19. Make a screen capture showing the completed LAN tab of the Network Assessment
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Part 2: Analyze Network Traffic

9. Make a screen capture showing the ICMP filtered results in Wireshark.

A “hwsre wrrenet3 virtual network device: Student: — x

Eil Edit Vi G Capt Anal 3 Wirel Tools, Hel
e - JEE“Q As‘sﬁssmg the Network with Common Security Tools (3e)

(Mi® RE(]R = vWorkstation X
(s 2026-02-02 12:59:31 —l
Mo, Time: Saurce Destination Protocal  Length Info Brayden Mnche“

Packets: 647 * Displayed: 0 (0.0%) Profile; Default
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12. Make a screen capture showing the ARP filtered results in Wireshark.

A “Mware vrnenet3 virtual network device: Student. — X

Eil Edit Vi G Capt Anal Statisti Telephe Wirel Tools, Hely & i
Do SOR LLew oo St SnchE ek R SO SAS‘SEEfSSIITg the Network with Common Security Tools (3e)

CWLC RE(] e = i
a8 2 SN vWorkstation —
JE 2026-02-02.13:02:17 ] ad
o, Time Source Destination Protocal  Length Info Bra den MItCheH ™
62 87.557437 tla: 1153 ARP 60 172.30.0.1 is at XB 50:56:a¢
67 92.218452 ARP 6@ Who has 172.3@.@.27 Tell 1°
Sassig —

9 92.499922 ARP 42 uho has 172,50, 0,10 Tel1 172

78 92.500135 ARP 50 172.30.0.10 45 at 00:50:56:ae:f9:38
75 97. 718484 arp 50 Who has 172.30.0.17 Tell 172.30.0.10
76 97. 718640 arp 60 172.30.0.1 is at 0B:50:56:3c!1a:2:

98 130.218513 arp 0 Who has 172.30.0.17 Tell 172.30.0.10
99 138. 218610 ARP 60 172.30.0.1 is at 00:50:56:3e:lat

125 168, 218511 ARP 60 Who has 172.30.0.17 Tell 172.30.0.10
126 168, 218628 RP 60 172,30.0.1 is at @8:50:56:aeila:2l
125 169, 008527 RP 42 Who has 172.30.0.107 Tell 172.32.0.2
129 169, 005852 ARP 50 172.30.0.10 45 at 00:50:56:ae:f9:38
141 181218530 ARP 50 Who has 172.30.0.2? Tell 172.30.0.10
142 151218559 arp :

157 200.218503 P

155 200. 218692 .

203 739. 218505 AP

204 739. 218651 AR

244 275.218449 P

245 275.218625 AP

269 307. 718477 e

270 307. 718622 e 60172.30.0.1 is at 00:50:56: :

309 340. 718436 - B P 80 Who has 172.3.0.17 Tell 172.32.0.10

310 340.718633  VMuare_ae:1a:21 Vhuare_se: £3:38 P 60 172.30.0.1 is at 09:50:56:a&t1a:21 v
< >

Frame €8: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface \DeviceNPF_{F1A719(2-3ACO-4E2D-A36-TF5AZDA4407E] , 1d @
Ethernet 1, Src: Viware_ae:15:es [00:50:56:ac:15:e8), Dst: Vhware ae:f3:38 (00:50:56:ae:f9:38)
Address Resolution Protocol (reply]

oe 50 56 ae 9 38 0@ 50 56 ae 15 EB 08 26 @@ el PY 8P W
coia s o0 05 o4 00 o2 ac 1c 00 22
@@ 50 56 ae f9 38 ac 1E ZB ﬂa Py o8

(D) Adchess Resolution Protocol; Protocol Packets: 822« Displayed: 74 (9.0%) Profile: Default

18. Compare the Regular scan results for ICMP and ARP traffic with the results from the Ping
scan.

There continued to be no results for ICMP for the regular scan. There was more ARP traffic for the
regular scan command to the ping scan.

24. Compare the Intense scan results with the results from the Ping scan.

The intense scan shows results under ICMP traffic, unlike the regular and ping scans. There is also
even more ARP traffic than there was with the regular scan and the ping scan
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28. Make a screen capture showing the contents of the Ports/Hosts tab.

Assessing the Network with Common Security Tools (3e)

~V\Vorkstation | [scan]| [Garicel
2026-02-02 13:13:30

Brayden Mitchell

o op -
Nrmap Output Ports /Hasts Topology Host Details Scans

4 Port 4 Protoco] 4 State 4 Service 4 Version k]
@ n open  ssh OpenSSH 75 (protacol 2.0)

@ n w open  domain  (generic dns response; NOTIMP)

@ 0 tp open bty ngine

1013 AM
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Section 2: Applied Learning
Part 1: Explore the Wide Area Network

6. Make a screen capture showing the ifconfig results on AttackLinux01.

Activities Terminal ~ Feb2 10:15 e

roct@AttackLinix0l: =

RX errors @ droppeé_a. 2rhuriany ]
TX packets 34 bytes 1918 (1.8 KiB)
TX errors @ dropped @ overruns @ carrier @ collisions @

:~# ifconfig -a
eth@: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 10.0.1.3 netmask 255.255.255.0 broadcast 10.0.1.255
ineté 250:56FF: feae:147c prefixlen 64 scopeid 0x20<
ether @0:50:56:ae:14:7c txqueuelen 1000 (Ethernet)
RX packets 34 bytes 4986 (4.8 KiB)
RX errors @ dropped 12 overruns @ frame @

TX packets 40 bytes 3019 (2.9 KiB)
TX errors ® dropped @ overruns @ carrier @ collisions @

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 :: prefixlen 128 scopeid d<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 34 bytes 1918 (1.8 KiB)
RX errors ® dropped @ overruns @ frame @
TX packets 34 bytes 1918 (1.8 KiB)
TX errors ® dropped @ overruns @ carrier @ collisions @

= I

10.0.1.3 255.255.255.0 00:50:56:ae:14:7c
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12. Make a screen capture showing the ipconfig results on RemoteWindowsO01.

B Administrator: Cammand Prompt X
Ethernet adapter Truelab: a

Connection-specific DNS Suff
IPv4 Address. . . . . . . .
Subnet M.

Default Gate

\Users\Administrator>ipconfig /a1l

Remotewind
Hybrid
No

o

Ethernet Adapter #

£ AL b
Enabled. . v . . 4. .

Autoconfiguration Enabled . . . . :

Link-local IPy L 18030 :8bde%L1(Preferred)

Default
DHCP Y 5 5 5 5
DHCP¥6 Client DUID.
M
over Tcpip. Enabled
Ethernet adapter Truelab:

Connection-specific DNS Suff

1017 AM
s

B Administrator: Command Prompt X

Type
dynamic

\Users\admin
\Usersiadmin
rnterfac

18.0.
Internet Addr

Type
dynamic

e
bytes=3

1.1

rnterface: 16.6.1.2 -
Internet Addr Type
16.6.1.1 56-2 dynamic

rnterfaces 192,
Internet Addr
. bd-85-fb

1018 AM
s
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22. Make a screen capture showing the completed WAN tab of the Network Assessment
spreadsheet.

T8 NetworkAssessment.ods - OpenOffice Calc — X
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Part 2: Analyze Network Traffic

9. Make a screen capture showing tcpdump echo back the captured packets.

Activities Terminal ~

a rovt@Atiackinux
:~# tcpdump -h

tcpdump version 4.9.3

libpcap version 1.9.1 (with TPACKET_V3)

OpenSSL 1.1.1g 21 Apr 2020

Usage: tcpdump [-aAbdDefhHIJKLLnNOpgStuUvxX#] [ -B size ] [ -c count ]
-C file_size ] [ -E algo:secret ] [ -F file ] [ -G seconds ]
-i interface ] [ -j tstamptype ] [ -M secret ] [ --number ]
-Q injout|inout ]
-r file ] [ -s snaplen ] [ --time-stamp-precision precision ]
--immediate-mode ] [ -T type ] [ --version ] [ -V file ]

-w file ] [ -W filecount ] [ -y datalinktype ] [ -z postrotate

-command ]

[ -Z user ] [ expression ]

:~# tcpdump -i eth® -n host 202.20.1.1

tcpdump: verbose output suppressed, use -v or -vv for full protocol deccde
listening on eth®, link-type EN1@MB (Ethernet), capture size 262144 bytes
10:32:23,550847 IP 10.0.1.3 > 202.20.1.1: ICMP echo request, id 31751, seq @, le
ngth 8
10:32:23.551595 IP 202.20.1.1 > 10.8.1.3: ICMP echo reply, id 31751, seq @, leng
th 8

Page 8 of 11



Assessing the Network with Common Security Tools (3e)
Network Security, Firewalls, and VPNs, Third Edition - Lab 01

12. Make a screen capture showing the attempted three-way handshake in tcpdump.

Activities Terminal ~ Feb2 10:36 e

n seut@Attacklinnii=
:~# tcpdump -h
tcpdump version 4.9.3
libpcap version 1.9.1 (with TPACKET_V3)
OpensSL 1.1.1g 21 Apr 2020
Usage: tcpdump [-aAbdDefhHIJK1LnNOpgStulvxX#] [ -B size ] [ -c count ]
[ -C file_size ] [ -E algo:secret ] [ -F file ] [ -G seconds ]

-i interface ] [ -j tstamptype ] [ -M secret ] [ --number ]
-Q in|out|inout ]
-r file ] [ -s snaplen ] [ --time-stamp-precision precision ]
--immediate-mode ] [ -T type ] [ --version ] [ -V file ]
-w file ] [ -W filecount ] [ -y datalinktype ] [ -z postrotate-command ]
-Z user ] [ expression ]
:~# tcpdump -i eth® -n host 202.20.1.1
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on eth®, link-type EN18MB (Ethernet), capture size 262144 bytes

p:32:23.550847 IP 10.0.1.3 > 202.20.1.1: ICMP echo request, id 31751, seg @, length 8

132:23.551595 IP 202.20.1.1 > 18.0.1.3: ICMP echo reply, id 31751, seg @, length 8

414123 IP 10.0.1.3.5151 202.20.1.1.0: Flags [S5], seq 1876226166, win 512, length @
.619693 IP 10.0.1.3.5151 > 202.20.1.1.808: Flags [S], seq 145562012, win 512, length @
1
1

[
[
[
{
[
[

.628569 IP 202.20.1.1.80 > 10.0.1.3.5151: Flags [5.], seq 3964038381, ack 145562013, win 6
options [mss 1460], length
:32.620608 IP 10.0.1.3.5151 > 202.20.1.1.80: Flags [R], seq 145562013, win 0, length @

17. Make a screen capture showing the results of the get command.

Activities Terminal = Feb2 10:39 e

a reot@Attacklinnly -
<html>
<head><title>400 Bad Request</title><ihcasd=
<body> ]
<center><h1>400 Bad Request</hl></center>
<hr><center>nginx</center>

Connection closed by foreign host.
:~# telnet 202.20.1.1 80
Trying 202.20.1.1...
Connected to 202.20.1.1.
Escape character is '"]'.
get

HTTP/1.1 400 Bad Reguest

Server: nginx

Date: Mon, 02 Feb 2026 18:38:45 GMT
Content-Type: text/html
Content-Length: 150

Connection: close

<html>

<head><title>400 Bad Request</title></head>
<body>

<center><h1>400 Bad Request</hl></center>
<hr><center>nginx</center>

Connection closed by foreign host.

- I
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Section 3: Challenge and Analysis

Part 1: Explore the DMZ

Make a screen capture showing the completed DMZ tab of the NetworkAssessment
spreadsheet.
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Sheet3/3 Default STD | Sum=0 5]

Part 2: Perform Reconnaissance on the Firewall

Briefly summarize and analyze your findings in a technical memo to your boss.

To: Supervisor From: Brayden Mitchell Date: 2/2/26

Overview As part of the reconnaissance phase, | performed a Regular scan of the pfSense firewall's
external interface (202.20.1.1) from the AttackLinux01 machine (10.0.1.3) while capturing traffic using
Wireshark. The goal was to observe network-level behavior and identify exposed services.

ICMP Traffic: ICMP packets were observed during the scan. While standard Echo (ping) requests
were present, the capture also revealed ICMP Timestamp requests and replies (Frame 6).

ARP Traffic: ARP traffic was captured during the scan, but it was limited to local network resolution.
The logs show the scanning machine (10.0.1.3) sending ARP requests for the local gateway (10.0.1.1)
rather than the target IP.

DNS Traffic: DNS packets were captured during the session, but they were not directed at the target
firewall.

There were two open ports on the pfSense firewall. They are 80(http) and 22(ssh).
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