Monitoring and Logging Network Traffic (3e)
Network Security, Firewalls, and VPNSs, Third Edition - Lab 06

Student: Email:
Brayden Mitchell brayden.m.mitchell@gmail.com

Time on Task: Progress:
2 hours, 19 minutes 100%

Report Generated: Monday, February 23, 2026 at 4:03 PM

Section 1: Hands-On Demonstration
Part 1. Configure the pfSense Firewall Log

13. Make a screen capture showing the system logs.

i pfSensessecurelabsondemand. X S =

< ¢ o O [ e Monitoring and Logging Network Traffic (3e) . = noe =2

e vWorkstation
2026-02-23 13:51:32 "
Brayden Mitchell
Status / System Logs/ System/ General YFO
System Firawall DHCP Captive Portal Auth IPsec PFPP VPN Load Balancer OpenVPN NTP Settings
General Bateways Routing DNS Resolver Wirelass
Last 250 General Log Entries. (Maximum 250)
Time Process PID Message
Feb 2318:51:06 nginx 2026/02/23 18:51:06 [arror] 57035#100130:send() failed (54: Connection reset by peer)
Feb 2318:51:06 check reload_status Reloading filter
Fab 2318:5106 syslogd kernal boot file is /boot/ kernal flermal
Feb 23 18:51:06 syslogd exiting on signal 15
Feh 23185106 chack reload_status Syneing firewall
Fab 23184759 php-fom 342 findex.php:Suceessful login for user ‘admin from: 172.30.0.2 (Loeal Database)
Feb 23 18:45:54 php-fom 343 findex.php:Successtul login for user ‘admin'from: 172.30.0.2 (Local Database)
Feb 23184158 login login on tiyv0 as root
Feb 23184158 snort 25180 FATAL ERROR: /usr/local/ete/snort/snort_4819_vmx0/snort.conf(0) Unable to open rules file "/usr/local/ete/snart/snort_4819_wm
%0/ short.cont’: No such file or diractary.
Feb 23184158 SnortStartup 25128 Snort START for LAN(vmx0)...
Feb 23164157 php-fom 343 /fre.start_packages:Restarting/Starting all packages.
Fab 2318:41:57 karnal done.
Feb 23184157 syslogd karnel boot file is /boot/ kermnal /kernal
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15. Make a screen capture showing the firewall logs.

[ pfSense securelabsondemand. X e -
<« c @ O | B 172300 fetas lons Fiterpts Monitoring and Logging Network Traffic (3e) = it @ @l 28
vWorkstation
System  Fiweall  DHOP  CapivaPorlAuwh  IPssc 2026r02-23113:50:0%0ancer  OpavPN NP Settings °
—— Brayden Mitchell

Normal View Dynamic View Summary View

Last 87 Firewall Log Entries. (Maximum 250}

Action Time Interface Source Destination Protocol
® Feb 23 16:51:50 WAN iE202.201.2 iH202.20.11 ICMP
b3 Fab 23 18:51:49 WAN i5202.201 2 iH202.20.11 ICMP
x Fab 23 16:5149 WAN 15202.20.1.1:20451 UDP
® Feb 23 18:514% WAN iB202.201.2 ICMP
® Feb 23 16:51:48 WAN iE202.201 2 ICMP
x Fab 2318:51:48 WAN i5202.201.2 IcMP
x Feb 23 16:51:47 WAN iE202.201.2 IChP
® Feb 23 18:51:47 WAN iB202.201.2 IEMP
® Feb 23 18:51:46 WAN iE202.2012 ICMP
x Fab 2318:51:46 WAN i5202.201.2 IChP
® Feb 23 16:5145 WAN iH202.2002 ICMP
® Fab 23 18:51:45 WAN iE202.20.1.2 IcMP
x Feb 23 18:51:44 WAN i(5202.201 2 i(2022011 ICMP
® Feb 23 16:5144 WAN iB5202.201.2 i(M202.20.11 ICMP
® Feb 23 16:51:43 WAN iH202.200.2 i[H202.20.11 IcMP
® Feb 23 18:51:43 WAN iE202.201 2 2022011 IcMP
x Feb 25 18:51:42 WAN i5202.201.2 ICMP v
L]

Part 2: Configure a Snort Intrusion Detection System

14. Make a screen capture showing the updated Pass Lists page.

[ pfsensesecurelabsondemand X liggd =

-Monitoring and Logging Network Traffic (3e)
- vWorkstation

e Cc o © & 172:30.0.1fsnort/snort_p.

In @ ®

sense

UNITY EDITION

WARNING: The Scmin’ aceount pass word! is st 1o the default value. Change the password in the User Manager.

Services / Snort/ Pass Lists (%]

Snort Intarfaces Global Sattings Upelatas Alarts Blocked Passlists  Suppress 1P Lists SID Mgmt Log Mgmt Syne

Configured Pass Lists
ListName Assigned Alias Description Actions

o passlist_LAN_IDS LAN_HOME_NETWORK_IDS LaN 4l

Netgate. © View lic
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28. Make a screen capture showing the active Snort status on the LAN interface.

1 pfSensesecurelabsondemand X Sl -
.. Monitoring and Logging Network Traffic (3e)
= vWorkstation

€ c @ © B 17230.0.1 fnortfenor

In @ ®

sense

UNITY EDITION

WARNING: The Scmin’ aceount pass word! is st 1o the default value. Change the password in the User Manager.

Services / Snort/ Interfaces (%]

Snort Intarfaces Global Sattings Upelatas Alarts Blocked Passlists  Suppress 1P Lists SID Mgmt Log Mgmt Syne

Interface Settings Overview

Interface Snort Status Pattern Match Blocking Mode Deseription Actions

] LAN (¥mx0) & Co® AC-BNFA DISABLED LAN SO

Netgate. © View lic

10:59 AM

33. Make a screen capture showing the successful ping results.

[ pfsensesecurelabsondemanc. X IS =
€ C o O & 172300.1/disg pingphp Monitoring and Logging Network Traffic (3e) - noe 2
vWorkstation

WARNING: The ‘adimiin aceount passward is setto the default value Chanc2026-02-2814 00250 er
Brayden Mitchell

Diagnostics / Ping 2]

Hostname 172.30.0.1
1B Protocsl 1P v

Source address DMz it

Selact source address for the ping.

Maximum numberof | 3 =z

ings " \
PINSE  colact the maximum number of pings.

PING 172.30.0.1 (172.30.0.1) from 172,31.@.1: 56 data bytes
 bytes fram 172.30. icmp_seq-@ ttl-e4 time-.eH ms
& bytes fram 172.30. icmp_seq-1 ttl-64 time-@.059 ms
64 bytes fram 172.30.0.1: icmp_seq=2 ttl=64 time=e.e53 ms

--- 172.30.0.1 ping statistics ---
5 packets transmitted, 3 packets received, 0.@% packet loss
round-trip min/avg/max/stddey = @.044/0.052/0. 059/0. 006 ms

Netgate. © View license.
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38. Make a screen capture showing the ICMP alerts in the Snort Active Log.

T pfSense.securelabsondemand X el - &

!Monitofing and Logging Network Traffic (3e)

L3 Cc o © & 17230.0.1nort/enort_slerts.php . 4 I @
vWorkstation
2026-02-23 14:07:45 5
Snort Interfaces Global Sattings Updatas Alerts Block-Braydern Mitchellsuppress IPLists SID Mgmt Log Mgmt Syne
Alert Log View Settings
Interface to Inspect LAN (vmnx0) 2] [0 Auto-rafresh view 250
Choose interface Alert lines to display.

e
Alert Log View Filter o
6 Entries in Active Log

Date Action P Proto Class Source IP SPort Destination IP DRort GID:SID Description

2026-02-23 3 1CMP Miscactivity  172.31.0.1 172.30.0.2 12100366 GPLICMP_INFO PING *NIX
190715 x

2026-02-23 3 1CMP Miscactivity  172.31.0.1 172.30.0.2 12100368 L ICMP_INFO PING BSDiype
19:07:15

2026-02-23 3 1CMP Miscactivity  172.31.0.1 12100366 L ICMP_INFO PING *NIX
1907714 ®

2026-02-23 3 1CMP Miscactivity  172.31.0.1 172.30.0.2 12100368 GPL ICMP_INFO PING BSDiype
180714 ®

2026-02-23 3 1CMP Miscactivity  172.31.0.1 172.30.0.2 12100366 L ICMP_INFO PING *NIX
19:07:13

2026-02-23 3 1CMP Miseactivity  172.31.0.1 172.30.0.2 1:2100368 L ICMP_INFO PING BSDiype
1007:13

Netgate. ©

[m]

11:07 AM
2342026

Part 3: Implement Firewall Log Forwarding with Kiwi Syslog Server

17. Make a screen capture showing the pfSense firewall log events in Kiwi Syslog Server.

Kiwi Syslog Server (Free Version 0.6) — X
e Monitoring and Logging Network Traffic (3e)
MmA El ) [Display 00 (Defaul)  ~ VWorkstation > Compare features o the hes and licensed versions
Date | Time | Prioity | Hostname | Message 2026-02-23 14:23:00 -
02-23-2026 11:22.59 Locall.lnfo 172.30.0.1 Feb 231 ... 1000000103, vmx1, ,malch,hlnck,ﬁ‘,ﬂxﬂ% 33291 .0 gone, 1 icmp,28,202.20.1.2,202.20 1 1, request, 18037 48208
02-23-2026 11:22:53 LocalO.lnfo 172.30.0.1 Feb 23 13:22:59 filterlog: 5...1000000103.vmx1.match. block. In,;ﬁ%,, BE ,nnnei icmp.28.202.20.1.2.202.20.1.1.1equest. 18037 48138
02-23-2026 11:22:58 LocalO.Info 172.30.0.1 1000000103, vmx1.match. block.in.4.0x0..64.55054.0_none. 1icmp.28.202.20.1.2.202.20.1 1 request. 1803748188
02-23-2026 11:22:58 LocalO.lnfo  172.30.0.1 "1000000103.vmx1.match. block.in4.0x0..64.53765_0_none. 1.icmp.28.202.20.1.2.202.20.1 1 request. 1803748178
02-23-2026 11:22.57 LocalO.lnfo 172.30.0.1 5...1000000103.vmx1.match. block.in.4.0x0..64.35405_0_none.1.icmp.28.202.20.1.2.202.20.1 1_request. 1803748168
02-23-2026 11:22:57 Locall.Info 172.30.0.1 .., 1000000103, ‘1. match, block,in,4,0x0,,64,34181.0, 1 '8,202.20.1 02.20.1.1 1,18037,48158
02-23-2026 11:22:56 LocalO.Info  172.30.0.1 1000000103, vmx1.match. block.in_4.0x0..64.40160.0.none. 1.icmp.28.202.20.1.2.202 20.1.1.request. 1803748148
02-23-2026 11:22:56 LocalO.lnfo 172.30.0.1 Feb 23 19:22:56 filterlog: 5...1000000103.vmx1.match. block.in_4.0x0..64.52487.0.none. 1.icmp.28.202.20.1.2.202.20.1 1.request. 1803748138
02-23-2026 11:22:55 LocalO.lnfo 172.30.0.1 Feb 23 19:22:55 filterlog: 5...1000000103.vmx1.match. block.in.4.0x0..64.18311.0.none. 1.icmp.28.202.20.1.2.202.20.1 1.request. 1803748128
02-23-2026 11:22:54 Locall.lnfo 172.30.0.1 Feb 231 ... 1000000103, vmx1, match,block in,4,0x0,,64,14281,0 none, 1 icmp, 28,202.20.1.2,202.20.1 1 request, 18037,48118
02-23-2026 11:22:54 LocalO.Info 172.30.0.1 in.4.0x0..64.30269.0.none. 1.icmp.28.202.20.1.2,202.20.1 1 request. 18037.48108
02-23-2026 11:22:53 LocalO.Info  172.30.0.1 in.4.0x0..64.20766.0._none. 1.icmp.28.202.20.1.2.202.20.1 1.request. 1803748098
02-23-2026 11:22:53 LocalO.lnfo  172.30.0.1 in.4.0¢0..64.46476.0._none.1.icmp.28.202.20.1.2.202.20.1 1 request. 1803748088
02-23-2026 11:22:52 Locall.lnfo 172.30.0.1 in.4.0x0..64.50059.0.none.1.icmp.28.202.20.1.2.202.20.1 1.request. 18037.48078
02-23-2026 11:22:52 Locall.Info 172.30.0.1 Feb 23 19:22:52 filterleg: 5,,,1000000103, ‘1. match,block,in,4,0x0,,64,58676.0. 3 '8,202.20.1 02.20.1.1 1,18037,48068
02-23-2026 11:22:51 LocalO.lnfo 172.30.0.1 Feb 23 13:22:51 filterlog: 5...1000000103.vmx1.match. block.in.4.0x0..64.46879.0.none. 1.icmp.28.202.20.1.2.202.20.1 1 request. 18037_48058
02-23-2026 11:22:51 Locall.lnfo 172.30.0.1 Feb 231 1000000103 vmx1.match. block.in_4.0x0..64 5386_0.none. 1 _icmp.28.202.20.1.2,202.20.1.1.request.18037.48048
02-23-2026 11:22.50 Locall.lnfo 172.30.0.1 Feb 231 1000000103, vmx1.match. block.in.4.0x0..64.27754_0_none. 1icmp.28.202.20.1.2.202.20.1 1 request. 1803748038
02-23-2026 11:22:50 Locall.lnfo 172.30.0.1 Feb 23 13:22:50 filterlog: 5,,,1000000103,vmx1,match, blockin,4,0x0,,64,30708,0,none, 1 icmp,28,202.20.1.2,202 20 1 1 request, 18037, 48028
02-23-2026 11:22:43 Locall.lnfo 172.30.0.1 Feb 231 1000000103, ymx1.match. block.in_4.0x0..64.4403.0.none. 1 .icmp.28.202.20.1.2.202.20.1.1.request.18037.48018
02-23-2026 11:22:43 LocalO.Info 172.30.0.1 Feb 231 1000000103, vmx1.match. block.in.4.0x0..64.25192.0_none. 1.icmp.28.202.20.1.2.202.20.1 1 request. 1803748008
02-23-2026 11:22:48 LocalO.lnfo 172.30.0.1 Feb 23 19:22:48 filterlog: 5...1000000103.vmx1.match. block.in.4.0x0..64.50405.0.none. 1.icmp.28.202.20.1.2.202.20.1 1 request. 1803747998
02-23-2026 11:22:48 LocalO.Info 172.30.0.1 1000000103, vmx1.match. block.in_4.0x0..64.60372.0.none.1.icmp.28.202.20.1.2.202.20.1 1.request. 1803747988
02-23-2026 11:22:47 Locall.Info 172.30.0.1 .., 1000000103, ‘1. match,block,in,4,0x0,,64,52584.0, 1 '8,202.20.1 02.20.1.1 1,18037,47978
02-23-2026 11:22:46 LocalO.Info 172.30.0.1 1000000103, vmx1.match. block.in4.0x0..64.32771.0.none. 1.icmp.28.202.20.1.2.202 20.1.1.request. 1803747968
02-23-2026 11:22:46 LocalO.lnfo 172.30.0.1 Feb 23 19:22:46 filterlog: 5...1000000103.vmx1.match. block.in.4.0x0..64.30836.0.none. 1.icmp.28.202.20.1.2.202.20.1 1.request. 1803747958
02-23-2026 11:22:45 Locall.lnfo 172.30.0.1 Feb231 1000000103, vmx1.match.block.in4.0x0..64.9443.0.none. 1 .icmp.28.202.20.1.2.202.20.1.1.request.18037.47948
02-23-2026 11:22:45 Locall.lnfo 172.30.0.1 ... 1000000103, vmx1, match,block in,4,0x0,,64,48043,0 none, 1 icmp, 28,202.20.1.2,202.20.1 1 request, 18037,47938
02-23-2026 11:22:44 LocalO.lnfo 172.30.0.1 Feb 23 13:22:44 filterlog: 5...1000000103.vmx1.match. block.in_4.0x0..64.53273.0.none. 1.icmp.28.202.20.1.2.202.20.1 1.request. 18037_47928
02-23-2026 11:22:44 LocalO.Info 172.30.0.1 "1000000103.vmx1.match. block.in_4.0x0..64.61080.0_none. 1.icmp.28.202.20.1.2.202.20.1 1.request. 1803747918
02-23-2026 11:22:43 LocalO.Info  172.30.0.1 1000000103, vmx1.match.block.in_4.0x0..64.25346_0_none. 1.icmp.28.202.20.1.2.202.20.1 1 request. 1803747908
02-23-2026 11:22:43 LocalO.lnfo 172.30.0.1 1000000103, vmx1.match. block.in.4.0x0..64.42130.0.none. 1.icmp.28.202.20.1.2.202.20.1 1.request. 1803747898
02-23-2026 11:22:42 Locall.lnfo 172.30.0.1 Feb 23 19:22:42 filterleg: 5,,,1000000103, ‘1. match,block,in,4,0x0,,64,1102.0, 1 8,202.20.1 02.20.1.1,1equest, 1803747888
02-23-2026 11:22:42 Locall.Info 172.30.0.1 Feb 231 2 filterlog "1000000103.vmx1.match. block.in_4.0x0..64.63375.0_none. 1.icmp.28.202.20.1.2.202.20.1 1.request. 1803747878
02-23-2026 11:22:41 LocalO.lnfo 172.30.0.1 Feb 23 19:22:41 filterlog: 1000000103, vmx1.match. block.in_4.0x0..64.7743.0.none. 1 .icmp.28.202.20.1.2,202 20.1.1.request.18037.47868 >
< >
100% |78 125 [0
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Section 2: Applied Learning
Part 1. Configure Snort Monitoring on the DMZ

17. Make a screen capture showing the active Snort status on the DMZ interface.

[ pfsensesecurelabsondemand. X Jigdd E
« c o ‘ rms?J\/h:)nnonng and Logging Network Traffic (3e) WD o2

vWorkstation
Flisense 2-23 14:26:20 -

UNITY EDITION

WARNING: The Scmin’ aceount passwordl is st 1o the default value: Shange the password in the User Manager.

Services / Snort/ Interfaces (%]

Snort Intarfaces Global Sattings Upelatas Alarts Blocked Passlists  Suppress 1P Lists SID Mgmt Log Mgmt Syne

Interface Settings Overview

Interface Snort Status Pattern Match Blocking Mede Deseription Actions
] LAN (¥mx0) @ Cce AC-BNFA DISABLED LAN V)il
] DMZ {vmx2) @ce ACBNFA DISABLED oMz SO

Netgate. ©

20. Make a screen capture showing the Snort GPLv2 Community Rules enabled and "live-
reloading” message.

T pfSensesecurelabsondemand - X =
Monitoring and Logging Network Traffic (3e)

® £
vWorkstation n @ e

WARNING: The ‘admin’aceount password Is set 1o the default value. Changa the password in the User Manager.

Services/ Snort / Categories / LAN (7}

Snort Intarfaces Global Settings Updatas Alarts Blocked Passlists  Suppress 1P Lists SID Mgnt Log Mgmt syme

LAN Sattings LAN Categories LAN Rules LAN Varisbles LAN Preprocs LAN IP Rep LANLogs

Automatic Flowbit Resolution

Resolve Flowbits

H checked, Snort will auto-enable rules required for checked flowbits. Default is Checked.

will examine tha enablad rules in your shosen rule categarias for chackad

flowbits. Any rules that sat thase depandent flowbits will ba
ctary.

Select the rulesets (Categories) Snort will load at startup

@ - Catagory is auto-enabled by SID Mgmt conffilas
@ -Category is auto-disabled by SID Mgmt conf files

automatically enabled and addad to the list of filas in the interface

Enable Ruleset: Snort GPLy2 Community Rules
Snort BPLv2 Community Rules (Talos certified)
Enable  Ruleset: ET Open Rules Snert Subseriber rules are net enabled. Enable  Ruleset: Snort OPENAPPI Rules

Part 2: Implement Security Information and Event Management with Splunk
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13. Make a screen capture showing the indexed events in Splunk.

[ search | Splunk 504 x

<« c oD Iu(a\hast:r’i\\\\U/eh—USy'u.vpfsearth/Mgnnonng a”d\l/‘\fv%?_rgar\:g;mrk Traffic (3e) -

splun App: Search & Reporting © Settings v Activity™  Helpw | Find

Search  Analyties  Datasets  Reports  Alerts  Dashboards

Search

1 ent Last 24 hours v S

No Event Sampling ¥ * Smart Mode ¥

How to Search What to Search
If you are not familiar with the search festuras, of want to learn more, see one of the follawing resources M Events & faw seconts ago a few seconds ago
INDEXED EARLIEST EVENT LATEST EVENT
Documentation 2 Tutorial 2 Data Summary

> Search History

Part 3: Simulate and Detect a Perimeter Network Attack

6. Make a screen capture showing the Nmap scan report.

Activities < Zenmap ¥ Feb23 12:05 e
Tathimap

Tools Profile Help
40.0.0/27 M Braviie

Command:  nmap-sS -sU --script auth 172.40.0.0/27

Nmap Output  Ports /Hosts Topology HostDetails Scans
nmap -s5 -sU --script auth 172.40.0.0/27 Details

21/tcp open ftp|
| ftp-anon: Anonymous FTP login allowed (FTP code 238)
| can't get directory listing: PASV IP is not the
CEUEEEEN172.40.0.30
22/tcp open ssh|
| ssh-auth-methods:
Supported authentication methods:
publickey
password
ssh-publickey-acceptance:
Accepted Public Keys: No public keys accepted

—— MME LI 32 IP addresses (2 hosts up) scanned in 95.89 seconds

Filter Hosts
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9. Make a screen capture showing the search results in Splunk.

3 Search | Splunk =}
nitoring and Logging Network Traffic (3e
<« c @ © D localhost:8000/en-Us, rxg/sear(h/ME. T q,,ugn;m £-00gINg. Nl ‘,‘ELU;NH&.”“LGH).‘umig:gma i . in 0 ®
vWorkstation
2026-02-23 15:06:37 °
Events(322)  Fatterns  Statistics  Visualization Brayden Mitchell
Format Timeling v ~ Zoom Qut Yhpr R
|
Listy  #Format 20 PerPage 2 3 4 5 B 7 B Next >
< Hie Fialds All Fields A= izak
SELECTED FELDS > 22326 Feb 23 12:04:56 pfSense. securelabsondenand .con Feb 23 20:04:56 snort[48137]: [1:2001219:19] ET SCAN Potentisl S5H Scan [Classification:
i 1204:56.000 PM  Attempted Information Leak] [Priority: 2] (TCP} 262.28.1.2:25388 -> 172.31.6,30:22
a host
S host= pfSense securelabsondemand.com  source = UdPSI4  sourcetype = sysiog
asourcsiype: > 2izalee Feb 23 12:04:42 pfSense, securelabsondemand,con Feb 23 28:64:42 snort[49137]: [1:2009358:5] ET SCAN Nmap Scripting Engine User-hgent Dete
12:04:42.000PM  cted (Nmap Scripting Engine) [Classification: Web Application Attack] [Priority: 11 {TCP} 202.3.1,2:48608 ~» 172,%1.9.30:88
INTERESTING FIELDS
host= pfSensesecurelabsondemand.com  source = UDPSI4  sourcetype = syslog
aindex 1
# linecount 1 > 2023028 Feb 23 12:84:42 pfSense. securelabsondemand, con Feb 23 28:84:42 snort[481371: [1:2089358:51 ET SCAN Nmap Scripting Engine User-Agent Dete
#pid 1 1204:42.000 PM  cted (Nmap Scripting Engine) [Classification: Web Application Attack] [Priority: 1] {TCP} 202.20.1.2:18226 —» 172,71.8.38:88
aiplaness:t host= pfSense securelabsondemandcom | solrce = UOPEIA  salrcetype = sysiog
apunct &
a splunk_server 1 > 236 Feb 23 12:84:47 pfSense. securelabsondenand .con Feb 23 20184142 snort[4A137]: [1:2089358:5] ET SCAN Nmap Scripting Engine User-hgent Dete
a timestamp 1 12:04:42.000 PM  cted (Nmap Scripting Engine) [Classification: Web Application Attack] [Priority: 11 {TCF} 202.38.1.2:31111 => 172.91.8.38:88

host= pfSense securelabsondemand.com | source = UdpiS14 | sourcatype = sysiog
+ Extract New Fields
> 2/23/26 Feb 23 12:84:42 pfSense. securelabsordenand con Feb 23 20:84:42 snort[48137]: [1:2803358:51 ET SCAN Nmap Scripting Engine User-Agent Dete
12:04:42000 PM  cted (Mmap Scripting Engine} [Classification: Web Application Attack] [Priority: 1] {TCP} 202.26.1.2:24884 —> 172,31.0.30:80

host = pfSense securelabsondemand com | soUrce - UGpSIA | sourcatype = sysiog
> 22326 Feb 23 12:84:42 pfSense. securelabsondenand, con Feb 23 2:94:42 snort[48137]: [1:2893356:5] ET SCAN Nmap Scripting Engine User-Agent Dets
1204:42.000 PM  cted (Nmap Scripting Engine) [Classification: Web Application Attack] [Priority: 11 {TCP} 202.38.1.2:17966 —» 172.31.8.38:30
host= pfSense securelabsondemand.com | source = UdpiSl4  sourcetype = sysiog
> 2023026 Feb 23 12:84:32 pfSense. securelabsandenand con Feb 23 26:84:32 snort[481371: [1:2161281:11]1 GPL WEB_SERVER 483 Forbidden [Classificatin
12004:32.000 PM  n: Attempted Tnformation Leak] [Priority: 21 (TGP} 172.31.8,38:80 —» 262,20,1.2:45168
771877183, o | T arRIGaE, .

Io callost B000/en-LIS/app/search/search?q=search snortfisi

Page 7 of 10



Monitoring and Logging Network Traffic (3e)
Network Security, Firewalls, and VPNSs, Third Edition - Lab 06

Section 3: Challenge and Analysis

Part 1. Simulate a DMZ Breach with Infection Monkey

Make a screen capture showing the resulting Infection Map.

: +
Mgpitoring and Logging Network Traffic (3e) &
- vWorkstation
2026-02-23 15:30:05
Brayden Mitchell

# Infection Monkey [sland Server X

&« c © £ hitps,//172.31.0.50:5000//infect

@oob
W o
¥ Legend: Exploit == | Scan Tunnel == | Island Communication Monkey Telemetry O Kill Al
@ Select an item on the map for a detailed
1. Run Monkey look

3. Security Reports

'O Start Over
Configuration
—
Logs = unknown © 172.31.0.1

Monkeylatand - clean-ubuntu© 172.31.0 50

unknown ; 172.30.0.1

by

™ Guardicore

r exploiter. [44148]

oeumentatlon lean-ubuntu: Monkey failed exploiting 172.31.8.1 using
cense
Infection Monkey Version: 1.9.0+257

xplol

lean-ubuntu: Monkey failed exploiting 172.31.8.1 using

# Infection Monkey Island Server X d =+
& c @ © & hitpsi/172.31.0.50:5000/re, Uﬁl}liorlng aﬂd\lf\fvg‘)?-rggahﬁig;mrk Traffic (3e) L + 4 mwmome £
Security report 2026-02-23 1,5:‘%grgﬁust report ATT&CK report :
qdep Brayden Mitchell
J @ U The Monkey discovered [£] open services on (3 machines:
Scanned Servers
Machine IP Addresses Accessible From Services
unknown 172.30.0.1 clean-ubuntu tep-22
1. Run Monkey th-BO
2. Infection Map
unknown 172.31.0.1 clean-ubuntu tep-80
tep-22
D SO clean-ubuntu 172.31.0.50
The Monkey successfully breached [ machines:
Configuration
Logs . No rows found i
Machine Exploits

The Monkey performedﬂ post-breach actions on (1 machine:

: Dy
1 Guardicore Post breach actions

[ Dacumentation Machine

License
Infection Monkey Version: 1.9.0+257 » clean-ubuntu (
172.31.0.50
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Summarize your DMZ breach simulation results, highlighting what you found to be the greatest
concerns from a network monitoring perspective.

The DMZ breach simulation using Infection Monkey demonstrated how quickly an attacker could pivot
from a compromised DMZ host into the internal LAN. By launching the scan from AttackMonkey in the
DMZ, the exercise effectively simulated a real-world perimeter breach followed by lateral movement
attempts. Overall, the greatest concerns were inadequate segmentation between DMZ and LAN.

Part 2: Detect a Simulated DMZ Breach with Snort and Splunk

Make a screen capture showing the results of your search query for Infection Monkey traffic in
Splunk.

)

07 snort %04 table _time host  +*>

d Logaing Network Traffic
~vWorkstation """

App: Search & Reporting v 5 Settings v Activityy  Helpw | Find

<« c o @ O localhost000/e \-USy‘a;‘;g/sear(h/Mqu!‘AEELDgw\mL

Reports  Alets  Dashbozrds . Search & Reporting

New Search SaveAsv  Close

1 index=pfsense_syslog sourcetype-syslog snart Last 24 hours v
2 | table _time host _raw

/335 events (2/22/26 12:00:00.000 PM to 2/23/26.12:54:41.000 PM)  No Event Sampling v Jobw s & L ® Smart Mode v

Events  Patterns  Statistics (335)  Visuslization

20 PerPagev  SFormat  Previeww ‘ 1 ‘ 2 3 4 5 8 7 8 Next >
_time # host 4 £ rawd 7
2P26-62-23 12:84:28 pfSense.securelabsondenand.com  Feb 23 12:84:28 pfSense.securelabsondemand.con Feb 23 26:84:28 snort[48137]: [1:2093358:5] ET SCAN Nmap Scripting Engine User-igent

Detected (Nmap Scripting Engine) [Classification: Web Application Attack] [Pricrity: 1] (TCP} 202.28.1.2:62946 —> 172.31.8.29:80

2P26-62-23 12:84:28 pfSense. securelabsondenand. con  Feb 23 12:04:28 pfSense.securelabsondemand.con Feb 23 20:84:28 snort[48137]: [1:2003358:51 ET SCAN Nmap Scripting Engine User-Agent
Detected (Nmap Scripting Engine) [Classification: Web Application Attack] [Priority: 1] {TCP} 262.28.1.7:2896 -> 172.31.6.38:88

2026-82-23 12:84:28 pfsense.securelabsondemand,com  Feb 23 12:94:28 pfSense.securelabsondemand con Feb 23 20:4:28 snort[48137]: [1:2009358:51 ET SCAN Nmap Scripting Engine User-hgent
Detected (Nmap Scripting Engine) [Classification: Web Application Attack] [Priority: 11 CTCP} 202.70.1,2:26799 —» 172.31..28:80

2826-62-23 12:04:28 pfSense. securelabsondenand con  Feb 23 12:04:28 pfSense.securelabsondemand .con Feb 23 20:84:28 snort[48137]: [1:2018820:51 ET WEB_SERVER Tilde in URI - potential .cgi
source disclosure vulnerability [Classification: Web Application Attackl [Prierdty: 11 {TCP} 202.20.1.2:18576 -» 172,31.8,30:80

2826-82-23 12:84:28 pfsense.securelabsondenand.com  Feb 23 12:84:28 pfSense.securelabsandemand .con Feb 23 28:84:28 snort[48137]: [1:28A3358:5] ET SCAN Nmap Scripting Engine User-hgent
Detected (Nmap Scripting Engine) [Classification: Web Application Attack] [Priority: 11 (TCP} 262.28.1,2:18576 —> 172.31.8.38:80

1P26-62-23 12:84:28 pfSense.securslabsondenand.con  Feb 23 12:04:28 pfSense.securelabsondemand.con Feb 23 20:84:28 snort[48137]: [1:2009358:51 ET SCAN Nmap Scripting Engine User-Agent
Detected (Nmap Scripting Engine) [Classification: Web Application Attack] [Priority: 1] (TCP} 262.28.1.2:23182 -> 172.31.8.20:88

2A26-62-23 12184328 pfSense.securelabsondenand.com  Feb 23 12:84:28 pfSense.securelabsondemand .con Feb 23 26:84:28 snort[48137]; [1:2009358:5] ET SCAN Nmap Scripting Engine User-Agent
Detected (Nmap Scripting Engine) [Classification: Web Application Attack] [Priority: 1] (TCP} 202.26.1.2:41174 —» 172.31.8.39:80

2026-82-23 12:84:28 pfSense.securelabsandenand. con  Feb 23 12:84:28 pfSense securelabsondemand.con Feb 23 20:64:28 snart[48137]: [1:2809368:51 ET SCAN Nnap Scripting Engine User-Agent
. 2 o 2 2 ooice £3 000 00 1 o ia0870 o
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Describe any concerns about the structure of the query result or the data elements it contains. What
data fields would you add, remove, or edit to make log analysis more effective?

The Splunk query results revealed several concerns regarding both the structure of the data and the
usability of the fields for effective log analysis. Because the Snort alerts were ingested through
pfSense using the syslog sourcetype, much of the alert information appeared embedded within the
_raw message field rather than being properly parsed into structured fields. This significantly reduces
the efficiency of analysis, as analysts must manually interpret long raw log strings instead of
leveraging indexed fields for filtering, correlation, and reporting.

To improve log analysis effectiveness, | would add structured field extractions for src_ip, dest_ip,
src_port, and dest_port. | would remove unnecessary verbose raw text duplication if structured fields
are available.

Write a brief memo to your manager describing Splunk’s usefulness in detecting traces of your
simulated breach. What configuration changes would you recommend? How would you enhance its
functionality?

To: Security ManagerFrom: Brayden MitchellSubject: How Splunk Performed During the DMZ Breach
SimulationDate: 2/23/26

During the DMZ breach simulation, | reviewed how well Splunk detected signs of the simulated attack.
Overall, Splunk was helpful in finding Snort alerts related to scanning and suspicious traffic coming
from the DMZ system. It confirmed that our IDS logs are being collected and can be searched to
identify potential threats.

However, the logs were not very organized. Many important details like source IP, destination IP, alert
name, and severity were buried inside long raw messages instead of being clearly separated into
searchable fields. This made it harder and slower to analyze the data.

To improve Splunk’s effectiveness, | recommend:

Properly configuring field extractions so key data (IP addresses, alert names, severity levels) are
clearly separated and searchable.

Building simple dashboards to quickly view IDS alerts and scanning activity.

Overall, Splunk is working and can detect signs of a breach, but with better log formatting and alert
configuration, it would be much easier and faster to identify suspicious activity and respond quickly.
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