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Section 1: Hands-On Demonstration

Part 1. Configure an IPsec VPN Server

18. Make a screen capture showing the updated Certificate Authorities table.

M piSensesecurelabsondemandes X+

<« C @ Notsecure | 1723001 /system_camanagerphicONTIGUIING @ VP Server with pfSense (3e)
QK

ﬁsense System ~ Intarfaces ~ Firawall

26-Uar2 Saitid 2 Help ~
BT £ Tion

WARNING: The 'admin account pasaword is sef to the default value. Changethe password in the User Manager.

System / Certificate Manager/ CAs

2]
Chs Certificatas Certificate Revocation
Search term |

Both v

Enter a search string or #ix ragular exprassion to search certificate namas and distinguished names.

Certificate Autharities

Name Internal Issuer Certificates Distinguished Name In Use Actions
IPsecVPH_brayden self- 0 ST=New York, OU=Computer Szience, 0=Roberts Wesleyan University, L=Rochaster, e =i
signed CN=internakea, C=US

Valid From: Tue, 24 Mar 2026 14:44:44 +0000
Valid Until: Fri, 21 Mar 2036 14:44:44 +0000

Netgate. View license.
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32. Make a screen capture showing the updated Certificates table.

i pfsensesecurelabsondernandcc X 4

€« C @ Notsecure | 172300, 1/system_cermanagersl GQANGHNING @ VPN Server with pfSense (3e) % O

ense

1T EDITION

WARNING: The ‘adiir account password is set to the default valua: Change the password in the User Manager

System / Certificate Manager / Certificates 2]
Chs Certificates Certificate Revocation
—

Search term | ] Both v

Enter a search string or *nix regular exprassion to search certificate namas and distinguished names.

Certificates

Name Issuer Distinguished Name InUse  Actions
wabConfigurator default iF-signed |Add "@piGanse locald 1, 5T=51ate, 0=pfSense webConfiguratar Gelf- L 1 - i
(59399a28df78d) Signed Certificate, L=Locality, CN=pfSense-59399a28df78d, C=US
Server Certificate
CANo Valid From: Thu, 08 Jun 2017 18:57:45 +0000

- Valid Until: Tue, 25 Nov 2022 18:57:45 +0000
Server:Yes
IKEV2VPN_pfSense IPaecVPN_brayden ST=Mew York, QU=Computer Seience, 0=Robearts Weslayan University, L=Rochester, LY -1
Server Certificate CN=202.20.1.1, C=US
CA:No

Walid From; Tue, 24 Mar 2026 14:48:04 +0000

Sarver:Yes

Walid Until: Fri, 21 Mar 2036 14:48:04 +0000

56. Make a screen capture showing the updated IPsec Tunnels table.

M piSensesecurelabsondemandes X+

<« G ® Notsecure | 17230.0,1/pn_ipsecphp

Configuring a VPN Server with pfSense (3e) % O
[\ on

sense

UNITY EDITION

WARNING: The 'admin account pasaword is sef to the default value. Changethe password in the User Manager.

VPN / IPsec/ Tunnels o=
Tunnels Mobile Clients Pre-Shared Keys Advanced Settings
The changes have baen applied suseassfully 8
IPsec Tunnels
IKE  Remote Gateway Mode  P1Protocol PIT P1 DH-Group P1 ipti Actions
O V2 WAN AES (128 bits) SHAZ56 74 (2048 bit) IobilelPsac S
Mobile Client

Netgate.
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74. Make a screen capture showing the updated Pre-Shared Keys table.

i pfSensesecurelabsondernandec X 4 = X

Configuring a VPN Server with pfSense (3e) % O
NOrK

< C @ Notsecure | 172.30.0.1/pn_ipsec_keysphp

Flisense

COMMUNITY EDITION

WARNING: The ‘adiir account password is sef to the default valus. Changs the passward in the User Manager.

VPN / IPsec/ Pre-Shared Keys ce=ln=e
The changas have baan applied succassfully B
Tumnels  MoblleClisnts  PraSharedKeys  Advanced Settings

Pre-Shared Keys

Identifier Type Pre-Shared Key Actions
ramotaWorkar01 EAP password] S
Li]

Netgate.

Part 2: Configure a Firewall Rule for VPN Traffic

9. Make a screen capture showing the updated IPsec Rules table.

B pflensesecurelabsondemandce X + - X
s C @ Netsecure | 1723001 frewlrulesphpti-e ONTIGUIING @ VP Server with pfSense (3e) x 0
QK dllon
ﬁsense System ~ Interfaces ~ Firawall « Servicas = Sitls Diagnostics ~ Help =

COMMUNITY EDITION

WARNING: The 'admin account pasaword is sef to the default value. Changethe password in the User Manager.

Firewall / Rules / IPsec ==

The shangas have been applied suseassfully. The firewall rules are now reloading in the background 8
Monitor the fiter reload prograss

Floating WAN LAN DMz IPsac

Rules (Drag to Change Order)
(] States Protocel Source Port  Destination Port  Gateway Queue Schedule Description Acticns

0 « 0/0B Py = % - % * * none IPsec Open t1.sL 000

D) 30 X |
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Section 2: Applied Learning
Part 1. Configure an OpenVPN VPN Server

13. Make a screen capture showing the CA configuration form.

i pfSensesecurelabsondernandec X 4 =

€« C A Notsecure | 172300 Gonfiguring a VPN Server with pfSense (3e)

1 wizard php?xmi=openy

n
.09:37

Add Certificate Authority

OpenVPM Remote Accass Sarver Satup Wizard

Create a New Certificate Authority (CA) Certificate

Deseriptive name

Key length

Lifetime

Country Code

State or Province

Organization

OpenVPN_CA brayden

A name for administrative referance, to identify this certificate. This is tha same as commonmnamefield for other Certificates

2048 bit v

Size of the key which will be generated. The larger the key, the mora security it offers, but larger keys take considerably more time to generate, and take
slightly lenger to validate leading to a slight slowdown in setting up new sessions (ot always noticaable). As of 2016, 2048 bit is the minimum and
most commen selaction and 4096 is the maximum in commen use. For more information see keylength.com

3680

Lifetime in days. This is commonly s&t to 3650 (Approximately 10 years.)

us

Tweletter 150 country code fe.g. US, AU, CA)

New York

Full State or Provinos name; not sbbreviated (e.g. Kentucky, Indians, Ontario).

Rochestar

City or other Locality name (e.g. Loulsville, Indianapolis, Torenta}.

Roberts Weslayan University

Organization name, often the Company er Group name

» Addr A

27. Make a screen capture showing the Tunnel Settings section.

M piSensesecurelabsondemand.cc X

€ C A Notsecure

Tunnel Setti

Tunnel Netwerk

Redirect Gateway

Leeal Network

Cencurrent Cennecticns

Cempression

Type-of-Service

Inter-Client
Communication

Duplicate Connecticns

Client Settings

172,300 juizard photemi<openy T ORIGUIING @ VPN Server with pfSense (3e)

+ =

phWida

1N Narawars cryplograpnic accelerator 1o uqé'a.bmz

¥Workstation ..,
6-03-24 11:12:56

172.31.1.0/24

This is the virtual network used fer private communications betwaen this server and client hosts exprassed using CIDR notation (eg. 10.0.8.0/24). The
first network addrass will be assignad 1o the server virtual intarface. Tha remaining network addrasses will be assignad 1o connecting cliants.
S|

Force all client generatad traffic through the tunnal

172.30.0/24

This is the network that will be accessible from the remote endpoint, expressad as a CIDR range. This may be left blank if not adding a route to the local
natwork through this tunnel on the remote machine. This is genarally set to the LAN network,

2

Specify the maximum number of elients allowed to coneurrently connect to this server.

Omit Preferance (Use OpenVPH Default) v

Comprass tunnel packets using the LZ0 algorithm. Adaptiy
that the data In the packets (s not being comprassed efficiently.

; v will dynamically disable comy \ for a pariod of time if OpanVPN datacts

Set the TOS IP header value of tunnel packets to match the encapsulated packet's TOS value

Allow communication hetweaen clients connected to this servar.

O

Allow multiple concurrent connaetions from clients using the sama Common Name.
NOTE: This i not ganarally racommendad, but may be neadad for some scenarios

Page 4 of 8



Configuring a VPN Server with pfSense (3e)
Network Security, Firewalls, and VPNs, Third Edition - Lab 08

30. Make a screen capture showing the Client Settings section.

Il pfSensesecurelabsondemand.co X 4 -

figuring a VPN Server with pfSense (3e)
vWorkstation

[Clemsonngs ————— Temedmmge ]

Dynamic IP

< C A Notseaure 172‘30.0‘1M\zard‘php?xm\:upenugo

Allow connected clients to retain thelr connestions if their IP addrass changes.

Tepelegy Subret —One P addrass per client in a common subnat v

Spercifies the method used to supply a virtual adapter IP addrass to eliemts when using tun mode on IPvz.
Some clients may require this be set to 'subnet"even for IPv6, such as OpenVP Connest (i05/Androic).
Olderversions of OpenVPN (before 2.0.9) or clients such as Yeslink phones may require 'net30"

DNS Default Domain securelabsondemand.com
Provide a default domain nameto clients
DNS Server 1 172.30.0.

DNS sarver IP to provide to connecting clients.

DNS Server2
DNS sarver IP 1o provide to connacting clients
DNS Server3
DS server IP 10 provicle to connecting clients
DNS Server4
DNS server IP 10 provide to connecting elients
NTP Server
Metwork Time Protocol server to provide fo connacting eliants.
NTP Server2

Metwork Time Protocol server to provide 1o connecting clients.

NetBIOS Opticns (]

Part 2: Configure a Firewall Rule for VPN Traffic

2. Make a screen capture showing the completed OpenVPN configuration.

M pfiensesecurelabsondemandcc X = -

« G @ Netsecure | 1723001 fwizard phptemi-operyrONIGUIING @ VPN Server with pfSense (3e) * 8
dllon

ﬁsense System ~ Interfaces - 2 ¢ Help =

COMMUNITY EDITION

WARNING: The 'admin account password is set to the default value. Change the password in the User Manager.

Wizard / OpenVPN Remote Access Server Setup / Finished! Q

Stap 11 of 11

S T

OpenVPN Remote Actass Sarver Satup Wizard

Configuration Complete!l

The configuration is now complate.

To be able to export client configurations, browse to System-~Packages and install the Open¥PMN Client Export package.

piSense r Netgate. View license.

® ® F F &
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5. Make a screen capture showing the OpenVPN rule on the WAN Rules table.

Bl pfSensesecurelabsondemand.cc X

+
<&

C  ® Notsecure

172300, 1/frewall_rules.php

URITY EDTION

WARNING: The ‘adii account password is sef to the default valus. Changs the password in the User Manager

Firewall/ Rules / WAN

Floating

Al =N ?]
WAN LAN Y IPsac OpenVPN
—

Rules (Drag to Change Order)
o States Protocel  Source Port Destination  Port Gateway Queue Schedule Description Acticns
0 « 0/0B IPWUDP * * WAN address 1194 (OpenVPN)  # nona QpanVPN OpanVPN Sarver wizard L1000

FREZD N0 R
[i]
pfSense Netgate.
me oo -

View licanse.

M piSensesecurelabsondemand.cc X

&

+

C  ® Netsecure

172.30.0.1 /ﬁrewaHJules.php?\f:c,.,g
Flisense

Systam ~
CEMMUNITY £ ITION

Interfaces ~

Q'inguring a VPN Server with pfSense (3e)
NOrik

allon
Firewall - Servi

* 0
Diagnostics = Help =
WARNING: The 'admin account password is sef to the default value. Changethe password in the User Manager.

Firewall / Rules / OpenVPN

Floating

ET =N
WAN LAN oMz 1Psac OpanVPH
Rules (Drag to Change Order)
[=] States  Protocel  Source  Port Destination Port Gateway Queue  Schedule Description Actions
O « 0/0B IPwd* * * * B * none OpenVPN OpenVPN Server wizard t1.s000
pfsense

m e

r Netgate.
® O B F

View license.
-
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Section 3: Challenge and Analysis

Part 1: Enable IP Roaming for Remote VPN Clients

Make a screen capture showing the enabled MOBIKE option in the IPsec tunnel configuration.

P pfSensesecurelabsondemand.co X+

Configuring a VPN Server with pfSense (3e)

<« C  © Notsecure | 172300.14pn_ipsec_phasel php?plindex=0
i il vWarkstation
Disable rekey () Disables renegotiation whenacnnneclmn?aoaéneu nzﬂ 1.5'26'36
rayden Mitchell

ime {Seconds)

Disable Reauth

Responder Only

child SA Close Action

NAT Traversal

MOBIKE

Splitconnections

Dead Peer Detection

Delay

Max failures

How long bafore connastion expiry or keying-shannel expiry should attempt to nagotiate a replacamant bagin.
(] Whether rekeying of an IKE_SA sheuld also reauthenticata the paer. In IKEVT, reauthentication s always done.
(] Enablethis option to never inftiate this connection from this side, only respond to incoming raquasts.

Default v

Set this option to control the behavior when the remote peer Lunexpectedly closes a chil

Auto v

Set this option to enable the use of NATT {.e. the encapaulation of ESP in UDP packets) if needed, which can help with clients that are behind rest:
firewalls.

Enabla v

Set this option to control the use of MOBIKE

(] Enablathis to split connection entries with multiple phase 2 configurations. Required for
par child 54

that support only a single traffic selector

Enable DPD

10

Delay batwaen requesting peer acknowledgement

5

Number of consacutive failures allowad befora disconnect.

Part 2: Create Explicit Firewall Rules for an IPsec VPN

Make a screen capture showing the disabled automatic IPsec rule creation option.

P piSensesecurelabsondemand.cc X+

<« C @ Notsecure | 172:30.0.1/system _advariced_firewallphp

Firewall Maximum States

Firewall Maximum Table
Entries

Firewall Maximum

Fragment Entries

Static route filtering

Disable Auto-added VPN
rules

Disable reply-to

Disable Negate rules

Allow APIPA

Aliases Hostnames
Resolve Interval

Configuring a VPN Server with pfSense (3e)
vWorkstation
2026-03-24 15:29:18
Brayden Mitchell

Timaouts.

Maximum number of connections 1o hold in the firewall state table
Mot Leava this blank for the dafault. On this system tha dafault sizeis: 46000

400000

Maximum number of table entries for systems sush as aliases, sshguard, snort, atc; combined
Note: Leava this blank for the default. On this systen the dafault sizeis:400000

Maximum numbar of packat fragments to hold for reassembly by serub rules. Leava this blank for the default {5000)

] Bypass firawall rules fortraffic on the sama intarface

This option only applies if one or more static routes have been defined. If it is enabled, traffic that enters and leaves through the same terface wil not
ba checked by the firawall. This may be desirable In some situations where multiple subnats are connected 1o the same imarface.

Disable all auto-added VPN rules

Note: This disables automatically added rules for IPse.

] Disable reply-to on WAN rules
With Mult WAN it is generally dasired to ensure traffie leavas tha sama interface it arrivas on, hence reply-to is added automsatically by default. Whan
Using bridging, this behavior must be disabled if the WAN gateway IP s different from the gateway IP of the hosts behind the bridged interface.

(] Disable Nagate rula on poliey routing rules
With Muli WAN it is generally desired to ensUre traffic reaches directly connected networks and VPN networks when using policy routing. This can be
disabled for spesial purpasas but it requires manually creating rulas for thase natworks.

[ Allow APIPAtraffic

Normally this traffic s dropped by the firawall as APIPA1raffic cannot be routed, but some providers may utilize APIPA space for intarconnast
interfaces

Interval,in seconds, that will be used ta resolve hostnames configured on aliases
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Make a screen capture showing your firewall rules that permit IPsec traffic.

Fi pfSensesecurelbsondemand.cc X 4

< C  © Notsecure | 17230.0.1/firewall_rules.php7if=wan Configuring a VPN Server with pfSense (3e)
orik

System - Interfaces~  Firewall ~

Diagnosties ~  Help =

WARNING: The ‘admin' aceount password is set 1o the default value. Change the password in the User Manager.

Firewall / Rules / WAN

The changes hava been applied sucsessfully. The firawall rules are now reloading in the background. 8
Monitor the fiter reload progress

Floating WAN LAN DMZ IPsac OpenvPN

Rules (Drag te Change Order)

(=] States Protocol  Source Port Destination Port

Gateway Quewe Schedule Description Actions
[ « 0/0B IPvAUDP * % WANaddrass 1194 (OpenVPN) * none OpenVPN OpenVPM Sarver wizard tsQom
O  0/08 IPAUDP * * * 500 (ISAKMP) * nona Allow IKE ts0om
O « 0/0B IPAUDP * * * A500 (IPsecNAFTY  * none Allow IPsec NATT tesDofh
O « 0/0B IPv4ESP = E * * none Allow ESP IPsec data L0000
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