Designing a Secure Network Topology (3e)
Network Security, Firewalls, and VPNSs, Third Edition - Lab 03
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Section 1: Hands-On Demonstration
Part 1: Design a Simple Network Topology

34. Make a screen capture showing the results of the ping attempt from PC4 to PC3.
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37. Make a screen capture showing the results of the ping attempt from PC2 to the
vWorkstation (172.30.0.2).
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49. Make a screen capture showing the IP address assignments in the pfSense console.
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72. Make a screen capture showing the successful ping from PC4 to the vWorkstation.
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Part 2: Capture Network Traffic to Validate Connectivity

7. Make a screen capture showing the Wireshark capture for the PC2 to
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17. Make a screen capture showing the timed out ping request.
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20. Make a screen capture showing the Wireshark capture for the PC3 to vWorkstation ping
request.
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Section 2: Applied Learning
Part 1. Design a More Complex Network Topology

14. Make a screen capture showing the Interface Assignments page.
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28. Make a screen capture showing the updated pfSense router settings with the VLAN IP
address assignments.
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36. Make a screen capture showing the ethl and eth2 interfaces with their assigned VLAN
tags on Switch2.
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39. Make a screen capture showing the completed topology.
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3. Make a screen capture showing the Wireshark capture for the vWorkstation to PC3 ping
request.
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Pinging L i Y f 17 412.921765  172.30.0.2 235,255, 255,250 “ssop 219 W-SEARCH * HTTP/1.1
Reply from 17 @ ¢ 6 15 413.933088  172.30.0.2 239.255. 255.250 s50P 219 B-SERRCH * HTTP/1.1

Reply from 17

15414, 948722 172.30.0.2 239.255.255.250 219 W-SEBRCH * HTTP/1.

1

Frame 16: 25% bytes on wire (2072 bits), 259 bytes captured (2072 bits) on interface -, id @
Ethernet II, Src: Vhware aeid8:72 (00:50:56:ae:48:72), Dsti Broadcast (fTiffiffiffiffife)
802.1Q Virtual LA, PRI: 0, DEI: O, T0: 1

Internet Protocol Yersion 4, Src: 172.30.8.2, Dst: 172.30.0.255

User Datagram Protocol, Src Port: 138, Dst Port: 138

NetBIOS Datagram Service

SHE (Server Message Elock Pretocel)
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53 4d 42 25 @0 0@ a0 o0 02 @0 00 0
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7 Ready toload or capture Packets: 19  Displayed: 19 (100.0%)

=

5. Make a screen capture showing the Wireshark capture for the PC2 to PC4 ping request.
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P Ethernet hub pfSense-Routerl » Switch1 Eelnet 172.30.0.30:5.

b0 Switch? telnet 172.30.0,30:5

Ethernet switch ’

£ Capturing from - [Switch eth0 to pfSense-Routerl em]
e Firefox 311,12
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| ve e 21 445.531508  Private 66:68:01  Broadcast sap 68 Uho has 172.30.1.42 Tel-
B ypes
Frame 16: 259 bytes on wire (2072 hits), 252 bytes captured (2072 bits) on interface -, id @
B orkstationtpC) Ethernet 11, Srci YHware acid48:72 (00:50i56iaei48:72), Dsti Broadcast (ffiff:iffiffiffiff)
802.10 Virtusl LaN, PRI: @, DEL: 0, I0: 1
= Windows Server 2019 Internet Protocel Version 4, Src: 172.30.0.2, Dst: 173.30.0.255

User Datagram Protocol, Src Port: 138, Dst Port: 138

NetBIOS Datagram Service

SMB (server Message Block Protocel)

sMB Hailslot Protocol

irrnsnft ifndous frouser Protocal
FF Ff 08 50 56 ae 48 72 51 00 00 ol ERM - P - Hr "

00 fL fc 5f 00 0 80 11 of Se ac le - Eo-_ -

ao £f 0@ 82 00 8a 00 dd 47 09 11 B2 &
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45 45 50 46 43 45 4c 46 44 46 45 45 A2 46 45 45 HEPFCELF DFEEBFEE

43 45 50 45 4f 43 41 43 41 43 41 41 41 00 20 41  JEPEOCAC ACAAR" A

42 41 43 46 50 96 50 45 4e 46 3 45 43 46 43 45 BACFPFPE NFDECFCE

50 46 48 46 44 45 45 46 50 45 50 41 43 41 42 00 PFHFDEFF PFPACAR
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7 Ready toload or capture Packets: 21 Displayed: 21 0100.0%) | Profis: Defaul.

438PM
. B 110 L
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7. Make a screen capture showing the Wireshark capture for the vWorkstation to PC2 ping
request.

€

File Edit View Control Node Annotste Tools Help Designing a Secure Network Topology (3e)
N | r# =1 e LvWorkstatieny

B OHF bemd S 098 07221 1999:06

All devices Brayden Mithetmey

Packets: Sent
mate round tri|
pinimum = 1

£ Capturing from - [Switch1 eth0 to pfSense-Router] em]

e Edit View Go Capture Analyze Stotistics Telephony Wireless Tools Help

mae % i =Eeaan

Reply from 172

g statistics for 172 g Souree Destiration Protocal  Lenth Info

Packets: Sent - 4, Recel 5 172.30.0.2 239.255. 255.250 219 K-SERRCH * HTTP/1.1
<imate round trip tim g . 172.30.0.2 239.255. 255. 250 219 W-SEARCH * HTTP/1.1

i Private_66:68:@1 Broadcast 68 liho has 172.30.1.47 Tel-

172.38.0.2 172.30.1.2 78 Echo (ping) request id.

VHvare_ae:48:72 acze2:17:94:07:01 &4 Uho has 172,30.0.2547 T-

Viiware_aei48:72 46 172.30.0,254 is at Ocien

25 425, 710506 .3e.0. 172.30.1.2 Tone 75 Echo (ping) request id.

‘a@ﬂ'&@

e
e

not recognized as an Lnternal or esternal command,
ba ile.

Frame 16: 253 bytes on wire (2072 bits), 250 bytes captured (2072 bits) on interface -, id @
Ethernet II, Src: Yhuare_a 2 (00:50:56:a8:48:72), Dst: Broadcast (Ffiff:ffiffiffiff)
802.1Q irtual LA, FRI: ©, DEI: @, T0: 1
Internet Protocal Version 4, Srci 172.30.8.2, Dsti 172.30.0.255
User Datagram Protocol, Src Port: 138, Dst Port: 138
Net8I0s Datagram Service
SHE (Server Message Block Protocel)
SHB Mailslet Protocol
Mirrnsnft IIindous Brruser Prataral
T i ae 48 T3 L 00 00 B
00 @@ 50 11 &4 Se ac Eeeeel .
fetiew template 80 8a 00 dd 47 09 11 &
0 c7 00 00 20 45 47 FaF
44 35 45 45 42 46 45 HEPFCELF DFEEBFEE
4143 41 41 41 00 20 41 JEPEOCAC ACAAA- A
4e 46 44 45 43 46 43 45 BACFPFPE NFDECFCE
50 46 50 41 43 41 42 @0 PFHFDEFF PFPACAD
0 0 00 00 0B 00 00 0B -SHEH

Packets: 25  Displaved: 25(100.0%) ||_Profie: Defalt
M
1/21/2026

€
File Edit View Control Node Annotate Tools Help Designing a Secure Network Topology (3e)
S | # ™1 ¢y o LyWorkstationy
B OBE > FEilo (
C Bmi  2028-072211940:03
All devices Braydeh bptshisifmman
Filter MNode Consale
o » @ pc2 telnet 172,301
| X iAW L » @ p3 tohet 172,30,
Cloud » PC4. telnet 172,30,
-ﬁ ’ pfSense-Router!  wnc 172.30.0.30:3900
P Ethernet hub pfSense-Router1 b switcht telnet 172,30,
E » Switch2 telnet 172,30,

Ethernet switch )

@ £ Capturing from - [Switchl eth0 to pfSense-Router] em1]
e Firefox 31.1.1-2

e Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

@ B Frme rtay switen 2 g REQer=Fs==Eaaan
& FRRTI-WMO4 Ewil:hl/ ( e

N

F ™ 1 e e Source Destiration Protocel  Length Info
- Kali Linux 20193 '?Ia:‘ 32 534850260 172.30.1.2 172.30.0.4 102 Echo (ping) request id-
0@ e B 33534.922243  172.30.0.2 239, 255. 255.250 s50P 219 B-SEARCH * HTTP/1.1
34.535.922517  172.3.0.2 239.255.255. 750 S0P 219 H-SERRCH * HTTF/1.1
3 !S‘J“I Openvowitch \ 35 536.851211  172.30.1.2 172.30.0.4 Tar 102 Echo (ping) request id.
A< workstation{pC1) - 36538852578 172.3@.1.2 172.30.0.4 Tar 102 Echo (ping) request ide
@D oserse Router J ¢ 37 540.553516  172.30.1.2 172.30.0.4 Tar 102 Echo (ping) request dda
| ve 38 542.858173  172.30.1.2 172.30.0.4 Tone 102 Echo (ping) request id.
<2}
s Frame 16: 250 bytes on wire (2072 hits), 258 bytes captured (2072 bits) on interface -, id @
B orkstation(PC) Ethernet II, Src: VMuare as 00:50:56:ae:48:72), Dst: Broadcast (ff:ff:ff:ff:ff:ff)

502.10 virtual Lali, PRI: 0, DEI: @, ID: 1

W s Server 3010 Internet Protocol Version 4, Srci 172.30.0.2, Dsti 172.30.0.255
- User Datagram Protocol, Src Port: 138, Dst Fort: 138

NetBIOS Datagram Service

SHB (Server Message Block Protocol)

FF T Tf 00 50 56 ae 48 72 81 00 00 o1 LR BUTHR 7Y
©2 00 L fc 5T 00 @@ 82 11 &% 5e ac le - E-- o .

le 00 Ff 00 52 00 5a 0@ dd 47 09 11 B2 G

1e 00 B2 00 52 0O C7 02 0 20 45 47 45 FaF

4643 45 4C 46 44 46 45 45 42 46 45 45 HEPFCELF DFEEBFEE

45 4F 43 4143 41 43 41 41 41 00 20 AL JEPEOCAC ACARA: A

46 50 46 50 45 4e 46 43 45 43 46 43 45 BACFPFPE NFDECFCE

4644 45 46 45 50 46 50 41 43 41 42 B0 PFHFDEFF PFPACAD

42 25 a0 0@ 02 00 OB 0@ 00 02 0 00 02

wutiew template ]

7 Ready toload or capturs Fackets: 36 Displayed: 38 (100.0%)

ol

Profie: Defalt
&ADPM
yooes
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Designing a Secure Network Topology (3e)
Network Security, Firewalls, and VPNSs, Third Edition - Lab 03

Section 3: Challenge and Analysis

Part 1: Enhance the Network Topology with a DMZ

Make a screen capture showing the interface configurations in the pfSense console.

e ’

e gm éde Ammm\lm_k_ﬂg‘p_ C E( esigning a Secure Network Topology (3e)
& & o i 4 = ) o fmy\VRriStatian
All devices G 2026-01-21-19:56:08

o L + Topology Summary B®

Brayden Mitchell S oo
@@ ATM switch v Oz telnet 172.30.0.30:5
i @ pcs telnet 172.30.0.30:5
Cloud L3 Pc4 telnet 172.30,0.30:5.
[ QEMU (pfSense-Router) - TightyhC Viewer = o X * O piSense-Router]  unc 172300305900
@ Ethemet hub » Switch1 telnet 172.30.0.30:5.
- ) R ST ' @omm  wminens

G Ethemet switch »

WWorkstation(PC1) none

VEE-LILY

[The 1PU4 WAN address has been set to 203.0.113.254,24
e Firefox 31.1.1-2
>, <ENTER> to continu
ml Frarmie Relay sywitch se - Netgate Device ID: 511d7e56deeb448faabs
&) FRR71- VMO8 bexs Welcome to pfSense 2.4.5
B i 20193 WAN Cuan) 5 B
LAN Clan) -> eml
NAT OPT1 (optl) -> em2
ULANZ Copt2)  -> eml.2
E% Openvawitch ULANL Copt3)  —> emi.1
D pisense-Router Servers Summary @®
P » Main server CPU 6.5%, RANM 10.2%
B vecs
B workstationPeTy 13) Update
1 11) Enable Se:

B Windows Senver 2019 15) R

et termplate ‘ i

Make a screen capture showing the firewall rule on the WAN interface in the pfSense
webConfigurator.

Fi pfSense localdomain - Firewall: F X 4

< C A Notsecure | 172.30.0.254/ffrewsl_rules php?if=wan Designing a Secr NE‘W" Topology (3e) * OO0

ﬁsense System ~ Interfaces ~ Firewall ~ Servlea e - Satld Diagnosties ~

Help ~
BNy Ebmien

WARNING: The ‘admin aceount password is set 1o the default value. Changathe password in the User Manager

Firewall / Rules / WAN =l =e

[+ o

Floating WAN LAN OPTY VLAN2 VLANT

Rules (Drag te Change Order)
J States Protecel Source Port  Destination Pert  Gateway Queue Schedule Descriptien Actions

O « o0/08 IPva TEP £ + * * * none tsDom

pfSense ! Netgate. View license.
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Designing a Secure Network Topology (3e)
Network Security, Firewalls, and VPNSs, Third Edition - Lab 03

Part 2: Validate DMZ Connectivity

Make a screen capture showing the results of both pings.

.S

NGO h @ p,

dit View Control Node Annotate Tools Help

Om>p> _NC @

signing a Secure Network Topology (3e)
0 EyWRrkstatiah

]

End devices %  [RE— a
Filter Node Console
0Pz telnet 172.30.0.30:5.
o, » @ pc3 telnet 172.30.0,30:5.
Q Hrefor 1422 v pea telnet 172.30.0.30:5.
» O pesin telnet 172:30.0.30:5.
- Kali Linux 2019.3 » @ pceoTP1 telnet 172.30.0.30:5.

b O pfSense-Router]  unc 172.30.0.30:5900
Switch1 elnet 172,300,305
b O Switch? telnet 172.30.0.30:5
» ) Workstation(PCT) nane

4
3 Whain server CPL 1.8%, RAM 101%

et termplate

508PM
1/21/2026

=}
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