Configuring Firewall Interfaces with pfSense (3e)
Network Security, Firewalls, and VPNSs, Third Edition - Lab 05
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Section 1: Hands-On Demonstration
Part 1. Plan the Physical Configuration of the Firewall

10. Make a screen capture showing the completed General tab of the Planner.
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25. Make a screen capture showing the completed WAN tab of the Physical Configuration
worksheet.
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27. Make a screen capture showing the completed LAN tab of the Physical Configuration
worksheet.
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Part 2: Configure the LAN and WAN Firewall Interfaces
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36. Make a screen capture showing the LAN and WAN interfaces on the pfSense WebGUI
dashboard.
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Part 3: Verify the Firewall Implementation

3. Make a screen capture showing the successful ICMP request to pfSense’s upstream
gateway.

vWorkstation
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8. Make a screen capture showing the successful ICMP request to the pfSense WAN
interface.
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Section 2: Applied Learning
Part 1: Plan the Physical Configuration of the Firewall

4. Make a screen capture showing the completed DMZ tab of the Physical Configuration
worksheet.
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Part 2: Configure the DMZ Firewall Interface

9. Make a screen capture showing the DMZ interface on the pfSense WebGUI dashboard.

P brayden-piSenselocaldomain - X + - il

< G @ Notseeure | 1723001 Configuring Firewall Interfaces with pfSense (3e) o % O :

Firewall +

Status / Dashboard +e
System Information FOQ Netgate Services And Support (-]
Name brayden-pfSense.localdomain 5 "
User admin@172.30.0.2 (Loeal Database)
System Viware Virtual Machina =
Netgate Davice 1D: 24db2c75e94cf135bd71
Interfaces FOO0
BIOS Vandor: Pheenix Technelogies LTD
Version:6.00 A L autoselect 202.201.1
Release Date: Wed Dec 122018 LA P'S i 172.30.01
autosales 30.0.
Version 2.4.5-RELEASE (amd64) LMz 'y Aitoarla 172.40.01

built on Tue Mar 24 15:25:50 EDT 2020
FreeBSD 11.3-5TABLE

CPU Type Intel(R) Xaon(R) Gold 5217 CPU @ 3.006Hz
AES-I CPU Crypto: Yes (inactive)
Kemel PTI Disablad
MDS Mitigation Inactive
Uptime 00 Hour 13 Minutes 34 Saconds
Current date/time FriMar 61:24:47 407 2026
DNS serverfs) « 127.001
- 8888
- 8844
Lastconfig change FriMar 61:19:22 407 2026

State table size

Page 5 of 8



Configuring Firewall Interfaces with pfSense (3e)
Network Security, Firewalls, and VPNSs, Third Edition - Lab 05

Part 3: Verify the Firewall Implementation

4. Make a screen capture showing the successful ICMP request to the DMZ interface.

8. Make a screen capture showing the corporationtechs.com web page on the
RemoteWindows01 machine.

@ Corporation Techs X + - X

<

C  © Notsecure | corporationtechs.com

A

| CORPORATION

’l TECHS 0° Technology

Complete Administration Automation for the IT

professional. Centralized Command Center for all

locations. We bring you closer to peace of mind!

Page 6 of 8



Configuring Firewall Interfaces with pfSense (3e)
Network Security, Firewalls, and VPNSs, Third Edition - Lab 05

Section 3: Challenge and Analysis

Part 1: Configure and Test Split DNS on pfSense

Make a screen capture showing your Host Override entries in the DNS Resolver.
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Make a screen capture showing a successful nslookup test for both DNS entries.
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Part 2: Enable and Test Secure Shell Access on pfSense

Make a screen capture showing the enabled option for SSH access.
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Make a screen capture showing your successful SSH connection.
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