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Section 1: Hands-On Demonstration

Part 1: Use Zenmap to Scan a Target Network

8. Make a screen capture showing the hosts identified by the Ping scan.
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19. Document the IP addresses and operating systems identified.

172.31.0.40 Lunux 2.6.32

172.30.0.20 Microsoft Windows Version Unknown
172.30.0.30 Microsoft Windows Server 2012
172.30.0.40 Microsoft Windows Server 2016



172.31.0.50 Linux 3.11-4.1
172.31.0.60
Lunux 2.6.15-2.6.26

26. Make a screen capture showing the network topology.
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Part 2: Examine Scan Traffic with Wireshark

11. Make a screen capture showing the new scan profile selected with the corresponding nmap command
line.

s Performing Active Reconnaissance (4e)

300203040 172310405060 AttabkWirdowsen o] [sen] [EER
[ nensp 55 -0 -Pr 172300203040 17231.040.50,60 2026-09-17 14:44:14
Brayden Mitchell

Nrmap Output Ports / Hosts Topology Host Details Scans

05 4 Host
1730020
< 17230030
17230040
A 17231040
A 17231050
B 17231060

i [ I
Filter Hosts 4- i X

H P Type here to search

21. Make a screen capture showing the 3-packet sequence for the SYN scan of 172.30.0.20 port 22.
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Part 3: Run a Vulnerability Scan with Nessus

10. Make a screen capture showing the new Nessus policy

B | @ Nessus Essentials / Resources /(X |+ v - 8 x
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Once created, they can be slected from thelist of scan templates. From this page you can view,
create, Import, download, edt, and delete policies.
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22. Make a screen capture showing the vulnerability title and the Plugin information for MS17-010.
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Exploit Prediction Scoring (EPSS):09442

Section 2: Applied Learning



Part 1: Use Nmap to Scan a Target Network

7. Make a screen capture showing the results of the ACK scan on 172.30.0.20.
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Part 2: Capture Traffic for a TCP Connect Scan

11. Make a screen capture showing the 4-packet sequence for the TCP Connect scan on 172.30.20 port
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Part 3: Run a Vulnerability Scan with OpenVAS
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17. Make a screen capture showing the details of the MySQL / MariaDB vulnerability, including the
Detection Result and the Solution.
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Product Detection Result

Product cpe:/aimysqlmysql:5.7.34
Method MariaDB / Oracle MySQL Detection (MySQL Protocol) (OID: 1.3.6.1.4.1.25623.1,0.100152)
Log  View details of product detection

Detection Method

Details: MySQL / MariaDB weak password OID: 1.3.6.1.4.1.25623.1.0.103551
Version used:  2021-02-10T08:19:072

Solution

Solution Type: 5 itigation
Change the password as soon as possible.
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Missing “httpOnly" Cookie Attribute & TOTIEN  80% 172.31.0.40 80ftcp mﬁép 17.2026 7:36
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Section 3: Challenge and Analysis

Part 1: Capture Traffic for a UDP Scan

Make a screen capture showing the sequence of packets from the UDP scan of port 53 on 172.30.0.1.
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Part 2: Create a New Zenmap Profile

Make a screen capture showing the new profile selected in Zenmap and the results of using the profile to scan 172.31.0.60.
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Command: | nmap -p "2, B0, 43" - -PS 17231060

W 1723001 Starting Neap 7.92 ( https://nmap.org ) at 2026-09-17 23:52 Pacific Daylight Time
b e[| e e

PORT  STATE SERVICE
22/tcp open  ssh

s0/tcp nttp
a83/tcp closed ttps

timap done: 1 TP address (1 host up) scanned in 0.17 seconds
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